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Information Technology Security and Business Models
As the world continues to experience the development of new and sophisticated technology, companies also continue to experience a new level of challenges, which involve mainly data security breach. Despite the security measures that a company may take to secure its data and customers’ information, it is important to note that security challenges associated with information technology will continue to evolve and new challenges will emerge daily. However, this does not mean that businesses should shy away from taking advantage of the opportunities created by information technology. E-commerce, E-business, and brick-and-mortar business models are the key strategies that companies chose from whenever they think of integrating information technology as part of their business model. This paper seeks to examine the security measures that can help our organization expand its operations in the Middle East market by ensuring that customers’ information is secure and protected. 
Brick-and-mortar, e-commerce, and e-business are all about shopping. Even though they have different shopping strategies and techniques, but all of them involve shopping. Brick-and-mortar model involves shopping from a physical location. A brick-and-mortar business can decide to have a single outlet or a chain of stores where customers can find their desired products (Wertz, 2018). Brick-and-mortar model is the traditional way of shopping that the majority of people still relies on up to date. Even though some of the brick-and-mortar businesses are trying to adopt the e-commerce system, the majority of customers still prefer to visit the physical locations where they can obtain their products. 

E-commerce, on the other hand, refers to the business model where customers do not have to visit the physical location to get their products. Unlike the brick-and-mortar business, e-commerce system does not have the physical storefront. All the business activities are transacted online through the digital platforms where customers select their products on the company’s website or on the virtual shopping cart and they get delivered through the mail to the customer’s destination or preferred location (Wertz, 2018). With the development of technology, many businesses even those that have physical locations are beginning to start up an online platform where they practice e-commerce. 
E-business model, however, is quite different from all the other two models discussed above. E-business is almost the same with the e-commerce with slight differences in nature. In e-commerce, it is buying and selling activities done online. In e-business, however, it involves all the business activities conducted online (Khurana, 2018). Therefore, e-commerce is considered as a subset of e-business model. E-business involves email marketing, online platforms to track the inventories, online content management, and also online tools for a human resource such as job listing and application as well as recruitment processes. 
In keeping our personal data safe, I would employ the e-business model due to its wide range of activities carried out online. Unlike e-commerce which involves only selling and buying as well as brick-and-mortar model which involves doing business through a physical location, e-business model provides different processes and aspects that can help in the management of the company’s data. Wertz (2018) explains that e-business can be handled easily through the company website. However, irrespective of the type of model that the business selects to use, proper strategies and plan are required to ensure that the company is able to protect its data. In the case of global expansion, the following recommendations should be considered: 
First, there is a need to identify and know the risks involved. Agrawal (2017) explains that protecting the company’s data properly from cyber-attacks require the company has a well-rounded understanding of the internal as well as external risks and vulnerabilities that the firm could be exposed to when it comes to hacking. According to Vukašinović (2018), the internet today has more than 3.3 billion users worldwide and more than 9.9 billion gadgets such as computers, phones, tablets, and other devices are connected to the internet globally. This shows how important companies require proper security requirement to deal with the dynamic challenges that occur daily as a result of the market changes and development in the IT sector. Understanding the risks and vulnerabilities of the company to cyber-attack enables the firm design proper countermeasures that can ensure the security of data. This will also help identify on which ways the hackers can gain entry into the company IT system by identifying the vulnerabilities. 
Secondly, using the appropriate security programs to prevent the cyber-attacks is another way to ensure that the company data is protected and safe. The easy way to secure the company data is through the use of modern software programs. In this case, it is also vital to consider backing up the company data or systems. This should be done as frequent as possible; maybe once in a week or twice in a month. The more data changes the company makes in a Day, the better and safer it will be in ensuring that there is a back-up system kept as well. Reddy and Reddy (2014) explain that technology has enabled people within organizations to send and receive any form of data email, video or audio. However, many people do not understand whether their data is secure or not. In a company setup like this, protective measures need to be undertaken to ensure that customers, employees and the company as a whole are safe from hacking. Using up-to-date software programs and antivirus will ensure that external or internal malware is detected before it actually infects the systems, which gives the hackers easy access to our systems. The following diagram shows a sample of structure that our company needs to adopt as it expands globally to ensure that all the systems and data are protected and secured.
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Figure 1: Network Attacks Segments and Protection 
Since our business will be adopting the e-business model, most of the activities and operations will be done online. The above-identified network attack segment ensures that data is protected through three main aspects: confidentiality, integrity, and availability. First, it is crucial to ensure that the systems are provided with a server room as shown in the above diagram. According to Vukašinović (2018), physical server room where cameras and motion sensors are provided ensures that the company systems are protected because everyone coming into the room must have access to the area through an identification card. However, even though everyone will be given access cards, there must be a controller who ensures that everything runs effectively. From this diagram, the company will have to block all the possibility of remote logging. According to Vukašinović (2018), blocking all the remote logging ensures that the only option for working on the servers is through the server room. This will limit unauthorized access to the servers and the company systems. Also, having data diodes and firewall in the systems will further increase the steps towards improving the security measures for company data protection and safety. Vukašinović (2018) defines data diodes as segmentation devices that are very effective in the security of the systems. One of the key advantages of the diodes is that they provide a wide range of resources to facilitate storage of confidentiality landing platforms (Vukašinović (2018).
In conclusion, this paper has recommended several steps to ensure data security of the company as it thinks of expanding in the Middle East market. However, it is important to note that no fully protected computer system can automatically ensure the protection and safety of the company data. But, from this report, it is clear that the most secure system is one that has a firewall and diodes, has an original internal operating system as well as contains a high level of security breach countermeasures. The diagram shown in the body presents the various measures that if the company fully implement, we would maximally achieve protection of the company systems and data.
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